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(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a terminal- 
maintenance server authentication key sharing method 
and a terminal remote maintenance implementing method 
which can remotely maintain a terminal by IPsec with 
high security without any operators operation on the 
terminal side. 

SOLUTION: After a terminal 1 is authenticated 
accompanying specific sharing authentication information 
as a fault of the terminal 1 is detected, a fault code and 
the global IP address of the terminal 1 are sent to the 
maintenance server 3, the setting of an authentication 
key of IPsec and the initiator setting of IPsec are 
written to a VPN gateway 4 controlled with commands 
from the maintenance server 3, and then necessary 
remote maintenance is carried out for a server part 1 1 
and a router part 1 2 of the terminal 1 through a VPN 
tunnel set between the terminal 1 and maintenance 
server 3 (VPN gateway 4). 
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[ff^^l] ^^^^ H-«*S^f^7yy* 
>»tn&'t& I P s e c oBffiEf^iMrrSfcS 0 , 

mmtikMnnmmz., m&mmtifin&^-^txm 

m fc** £ ft -5 JB 1 *>#*BKfllf « S<5 i» r*WBfl^ 
^rt-cmi5 I P s e c <7>BfiE8i& 

m^^m^x^u^m^^m-r^sm^^mt, 

a£RSii^Mi®<O^T^#i/\ *B«**-^3&»bir«B 

mtsmm^hM vi±mnmxiz» ujwna«^*-^rt 

Uc: 

mjfB^^-.oflfSBIiE^^^m 2 o**BBE*«^S« 

Wta«*^b*fSbfclWlB^MIi*^v^attBliE«iifc 
V«2 0*#BliE»*«rl»*{kU, ^ift fcl*-fHfc«<rcB 
DEtt&tJc* 2 <0*#Bffi*«*riniE**^i»flr-r S»3S 

ftfj|S«^^-/<^feS«bfcSKPf^li«coBliE»Xt^ 

BBE»#**tt. 

3] SME«5fcVPN»Rftfc3l»i, 
ffl IS B BE « O R ft (7) fllj IE t» * / v - * ^5 ^ <r> & \Z ft 

u> Hnia^^-^^ib^^^ K*w*ftsvpNy— 

h *>^"C&mn I P s e c^l*^ h 
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»£ftfc*»<a«;fc*, OS I #HI*f^O*y h !7- 
^IICfc^TVPNt yS'a y^rHgt^ I P s e c 

■^-^ t -c*«hc** z ft 5 m& <D&mmmmmzm<$ 

ffll5i*^*-^rtT-mia«*WBSESrft5 

IcS^^T. ffilBft**— ^^fci^Tffl|HiH*OBliE«: 
— *«RfcRj££ftfc.* r n — /</n P7F^ 

*^mta«^*-^^^»jm^*#*ft«<WfiBi p s e 

ct *>«S£ft5lWEl P s e ciZM-^-^Rft* 

4\ flMBfft^tf— = F*J«l*ft5VPNy— 
■9— /^boa-rv F*«ucscr, fflta^^^tntB'B: 

WE«**-^rt^»l»ia«5SoBiiE^jfe3t*?. 

S<0*#BBE**«:«^T^fi!fcU/t:^ y-fe-^BIiE-T- 

^ ^ ^ 4# At ^ -r 5 is * « 4 1 c urn <o » * - h ^ > ^ 
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i viz.** >-y&ttimi,xti:z>myct. 

ffilB I P s e c C0^tE#(O^^t^P I P s e c <7>^ — 
IE I P s e c co*tti*;* h^t5MI^tP> 

r>*^ fc(WflB»5K<0^ — ^*i:tf!>IBkHWIB I P s e c 2r 

tea &#t?, 

Ii«r««it5ll*54, 5, 6, 7, 8XI3 9lc|S 
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r ££4#8*£-r£!it#*li 0fcE«*>*5fcy v 

»T^^-7V K<z>A*£#fc: s StrlH«^^-^^^ 

70 EvpNy-h?*>rt»#a*nr^fc«fiEi P s e 
c <Dmmm<Dm&Rxfm iPsec *>>r *r« 

£r*lc8?|&-r5 VPNtr^a >^Tlt^ai^. £H 

w4:«:4#*^-r6BI*JR4, 5, 6, 7, 8, 9, 10 
XI* 1 i(c|B«coffi^y^e— h> ^-^v^mfe^jSfec 

IS, 

(W*JS 1 4 ] flirlEV PNtr^3 >#IT»^*!k3Stt, 
gffla IPsec <Z>SME»OR5£;RtJ<P IPsec CO-Y — 
— ^R360WB*{-RIL, WIS IPsec 

30 ^t^mt-r zm*i%i 2x1*1 3^ia«o»*y^ 
[»**i 5] mils 1 p s e co^nEii, Rumum^ 

If3}till, 2Xtt3fc|a«©«*-«**-/<IB«IE«i 

n^fflfa^fiE^, ^:U ? tfll3^2 0*^liE'|fa^ffi^i- 

^^4:4#»t-r6«**4, 5, 6. 7, 8> 9, 1 
0, 11, 12, 1 3X13 1 4 tcia«oig* y ^~ 

[0 0 0 1 ] 

lW»fiE«*#*ttJtt/«i*y ^~ h^yft^^M 

;i/7^»asnfc»»w«*^*-o»*t--/^o 
os i#i^f/^^ ^-^gicfc^rvp 

N "fc -yv-a >-$r^S,i-6 IPsec CD^IE^^^^*i-6 
5^7 ««ktZ>«5R4r, JblBI P s e cia I? HBS(C*-<7>«^ 
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[0 0 0 2] 

[0 0 0 3] ^rO£&3l&£ LTtt, ^ <D% 1 <D^m<D 

y^r- b* yrt^^^itJ: 5£t>, 

[0 0 04] Ztz. fz.t^mM&yj-Y^T v-7mnz 
ixT^fc£ LT h . il3tT-l3, m&1&%i<n I P7 F>^ 

£) * . J<? 

[0005] ^?vtz?£mzM&+z^%><vm2<Dijm 
<bLT, «*tcy bT?±xv-'<mm& 

Ti*:/*tt«rfTV\ £ ^—ju^yp^X^**. y 

[0 0 0 6 ] L^b. r.Of|l2<7>;6-£fcT-l3, Sfe^il^O^r 

[0 0 0 7] roj: 5*^iEl-;tt^5fcfc, 13^ 

h C/n/^y) ^^^r^SJll, OSI#B8 
h 7-^11:^^7^!) fr — is a is\z#l 
#Lfc^Pf 4§-il{t*«tft-r* I P s e c^O^n h =yU 
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s£vpni? >-±t\ Bfsio y 

[OOO8]£L0>IPsec ICi^VPNt tx v" a 
51^:^, f&HE^ (Presharedkey) <7>3£&£, I P s e c 
h=/KZ>l*tl O^d— /^/U I P7 KU*aifS£j&* 

[0 0 0 9] r^-e, C^M^-V^T y^«MKKU: 15 
vPNtj/v-Hy^Sil, /SS<z> y h^^rt^ 
^ fell*-*- 5fc45>oA#tt^»«:**-rixtf. D *■* 
£ VPN^- h *aof £ ^figBEftSr**, 2) «*Sr«B 
*m?4*frT y*7&mztL*)<{ ls&—*y b 
^StJaT-f h£*tt. 3) «*t|IDSTb 

*lfc^e-/</H P7 K^*:*» f 4) @lft«QIR1Hrtc 
VPN h C> ^ GDf^igiC ^ u — I P7K 

5 ) 3K#^Bi£»£*0>»!5£, 6 ) h V 

^/K7>^^, 7) VPN^J^SififS/SgttOfliB, 8) 

y^- Vx^**&3®*M*6, 9) !)^h>>f 
(Hife) , 10) y^h^vrt^M 
3S*rJ*T, 1 1) W^X b^^/V<OWL^MU, 12) 
R*-C«gaE»*ft^K3£S:JI¥l», l 3) ttlKfrKT. i 

[0 0 10] 

h^^^-^SrlSJS-rSfcHL, ±S*Ufc* 3 

[0011] b^L*3&«b, ±»1>L^J; 5^, i^^M 
^t^7^il^r-ii i P7 K^tti«SJx4^ 

<Z>^— ^^>f!5a, AW^tM P7h> 
[0 0 12] £fz, .k&cnmmm (Presharedkey) & 2 

ft&i&mxnumx&&i-z&mfr&&t£z:. 

iCfcAMtOSfW^^EU I P s e c^)II»T'I 
[0 0 13] r^tC^VNT, **W^)**'*-'<#**ft 

[0014] SP^>, ^BJ^l COg^Jl^:, I P s e c 
(cj:5ffi*^y «5fe«fc*5tt* 

V x > ^ mm If jfe « w A. <h -r 5 * <^ ^ *> £ o 
[0 0 15] *«S^S20|«I4, I P s e cO?ii: 
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& m ^ t -r z> h <o 5 o 

[0 0 17] 91*BS, 0®. 

[0018] 

I P s e c OKlEfliJlt/* 2 <D*# /0 
BK***:7^Afc£rtU rix6,KliESiXt/«2<7> 

[0 0 19] h> >^ 3llS#«fe 

KJlU^n — I PT Ku^^r 
— aifSrSt*^, I P s e c *>BliE«<aR 
IPsec^ ~v^--*R^&, 20 

[0020] £ fefcAffrttPMffllcas^S 

So 

[0 0 2 1 ] BPfe, /<IBIME»* 
R8"C\ os i^Ba^-T^^y h!7-^ilc^^rvp 

N "fc y a y^IltS I P s e c 0»IE» 6 

^B»»****:«^T«rE**^fiWae-t-R«ii 
[0 0 2 2 ] *»W«*-«**-^M»IE«***tt 

*^*S*ojBi^4#«{c*tf 5iWIER«5ifti*aa^, fiij 
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<7>Jg:£lc*j- LAMMS* rt<7>ffjffi» 1 *>**BtEflMR«:JB 

■fc-^Btt-M** mMMfrb&ft LfclifJlB;* s/-fc-v>B 
flUBBBMfcXtMR 2 o#*BK***>S« Lfcifcicfe. 

«t3t0 ! *2O**BK«*«>a*L^»L, flifBiH*** 
bSft LfcffiE^H«i«:ffl^r ^IKBEEBX.U'tt 2 
*BE»«*»»ftU, nnb»#ft«<OBIiE«i»W* 

feftfB LfciStti**fb;«<oBtEttXtJ<« 2 o 

[0 0 2 3 ] ^IHBlE«***tt 
*>*3«4#«I3* JblE*«K»*-«^i^—^BIBliE« 
1X1^2 ©KMKtfelJ 6 SMBWScV P N 

ixSVPN^r- h 0 ^ -f ^rfiJlB I P s e c co>ttt**;* h 

[0 0 2 4 ] Hit* &&m$kMV *~ b* V^^V^^ 

^ y b 2/ v'a V&H^t* 5 I 

P s e c Mi: 0 , Oi^r^if — y ^e — h^V7 

awn* £ t -evtunc*** tt«w*o 

^M(7)ST^f*i\ ffIia&r«co*^TBSEfl!«^a<J^ N 
T, MlB«**-^fc»V^TlMrlE«*«>BliE*fT 0 t& 

/^-^WfcR5e$n7t^D-^^ I PT Ku-*ftHijK« 
5Stfiaia«^*— ^fC*S5*c*WSixSS5IE I P s e 

c <nmm&<Dm&, MWE^o-^nprK^i: 

J:??#^^tLStufSi P s e c©^yx-^^i 
VPNy-F">x^afteiOST^l\ ffilB^^^ 
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-/^boa^ypiMlitKcr, ftjfs^* i: Stiles 

V PNt y is a VBB*6if^fe3ffi£ , gVPNtj/^ay 

* > ^ v * urn urn (omtizum \z.hz> 0 
[oo2 5] h^vftv^me /0 

[0 0 2 6 ] ^E— h^^T 1 SMS** 

mm^m<om i xiaas 2 owuhcjsw y h ^ 

[0 0 2 7] ^M^li^- h^^ft^^llMft 

Ny- h •> 31 y R5£«*#, itufe I P s e c ff>f&Ha&<Z> 

I P s e c <D«( — ^m — ^^O^&^tC^ 
U lftlB«5fc0X^— ^ffi&Mia I P s e c <7>*t^*:* h 

[0028] ^bic, wmK-h^vrt^ 
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ffllBV PN-tr v§B*6ffi*&3l3^, #jfEVPNi?s/ 

jfeo/u— <7>F*8lcftJfB 1 P s e c ^r5ii:i-^MSI^: 
-£A,T-&5, «*y >r^>*^^J45*-jfeo«J* 

[0 0 2 9] #*91*B*y h^Vx^^JEarife 
Soil, S3, SS4Xtt*5 0»«^fetf 

ib y h ^ ^ft^^M^, fflsay ^— ^ft 

[0030] hpO'T^V***^ 
^fl, 12, 14, *5X»»6<7>i|#»[^*> 

15 y ^e— h / vr^-^^^BBttit^^SBBiSJi^^^ 

[0031] h^^^^^^^m^ft 
o|g8co^ta^> ±is«^y v^-t- 

»*«a3ft«, #iiay h^^^^-^^cDBBi&it^t-BR 
x-f^D-^M 5/ h nettle o y h 

[0032] **w«s*y ^~ h ^i/T-fi/xmrnjim 

&CD^l, ^2, 1^3, ^4, 315, ^6. 17^1^1 

!>*>r ^*#5i*Kr^^#JJBI P s e c CD^HE^tD^: 
^t/P I P s e c 0^-i/x-^^^(:»t5 
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[0 0 3 3] h *^Ti-i/*mMJjW 

[0 0 3 4] h^^X^V^^JS^fe /0 

<z>i i <d*hsi3, Ji!e«*y yfty^^ 

»w«9XliSl 0*>4#»fc:fctf SffflBEVPN-fey v-3 

v*T«^*&3®3&i, Mia i p s e c <Dmm&<nmi£Rxf 

m I P s e c <D4 ^S^ — *R^*>*Fftfcl-H» U ffiE I 
P s e c co^^*^ b £ $;h/C^fcffilEW*0>/i'^flS 

[0035] fr&mi&Mv^r— b * ^Ti-^^mm^m 
tofsi 2<ommn, ±m^mv^- b* i^r-r^^mm 

^ftOH, 12, 13, S4, 15, 16, 17, I 20 
8, S9, mi OXMl 1 <D4&«fc*5tfS*MBI P s 

[0 0 3 6] 

[0 0 3 7 ] ™^^7i^i« Bill #*91<Z> 

[o o 3 8] PHtc^-r^ 5t^> :^K"h^7t 
V^v'^^^a^, 40(D;-F, gp^, u^e— 

*y b 2Sr«*LT*ttSix«ift^'b— £ , C<o{£ 
4 £ , :^VPN h ^x^4^L AN^Ou-^yU 
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^OPfllcte, VPN^h[>x^4^S6ttVPNh 

t^aiBaiBSrsm-rs^- i ipsec^-g- 

A,*~ I Pyu — **&3l 5 yu — 2 ^Slt 

^ififc^fr, 0 h<D-y— 1 1 12, htt 

pt-/^l^ff5h t tpt-^1 lai:, ^LOOh 
t t p-^ — 1 a ^iD^—Zl-^tlX^^^m^n^ 

CG I 1 1 b t, /U— 2— <Dfflm=*-*> F 

**fr*-5^-*R5£*&3a«l lei:, 

^as 1 2 <7>»»^ffi-r ««c*ttfflte3s«p ndi, « 
msisi i e ^firf^^o 

[0 0 4 0] flt^* — /<3tt, ig5fcia>bi£{f £;ft£h 
t t p^vyK^gfltSh t t pf-/^3l<i:, ^ 
Oh t t P f-/^3 i frh^<— /^ZtiTft^&m&fr 

5CG 2<h, VPN^r^h!)x^4^t e 1 

n e t =st V K^fft^VPN^ h !>x^^MI 

SIJ3 3 £^LT«j»£jh,5. 
[0 0 4 1 ] VPN^-h[)x>f 4lt, 

SB1 2 ^(D^VPNtj'V'a ^£:tT5 VPN^S^j5 4 

3^fcxSfSSttS telnet 3 ^ V KiSrSflt 5^ 
a-*^ FSfS»3S»4 2 ££^LT«j*£ix5 0 
[0 0 4 2] U b * >7ty^gf 6 12, 8*1W 
t-/<»ii|:»l, htt P 3v>Kf(cJ:^-7y 
KfciSfrrS;* >-x^^^=r^>- F*k3ffi«&6 1 It 

[0 0 4 3] £L±(D V b * yft^^7 

iiff h It , h t t p^t e 1 n e t ^rSffl 

flTfelW*!: Lrv>Sfe*>, T c P / I P iicodiff h 

t t p/5^CG I $:iitS^lt^5C^^ L 

[0 0 4 4] 
[^1 1 
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y*-M>?*>*Bi8tft*ja8j rvpN*>y^s>B©ajg^«!sg 

ffi^jtSSjs (8>fct rvPN-fey'ya ^aSTSiKflUU ©iiilx-^OA— h T*a 
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[0 0 4 5 ] COP*?, #38WK*3 /0 tfij-^tT^nSc 

^6«*-ift**-^iB«K«i***ffifc*a'rsfc«> [oo46] 
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[0 0 4 8] ( 1 ) 1 tOfflWli 

[0 0 4 9] (2) «*Uft^t^3^, *8Slc 

Ts % 1 0**BliEfll*Sr, rsecret(id)j £fc*iai" 

cret<id)tt, I Dr^{C^---^ft^^|g^fS^r- 

&>6) . ft*5. Secret (id)«L, **KZ)tliW^, 

6Ci:T^t6 (SttSecret(id)tt, t!Mf * — 3 a* 

[0 0 5 0] (3) «^1<30/U— ^ffll 2^, IPse 

^ToT*5< ^ t (iPsecOf^ll ^B^yt-— 1 
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[0 0 5 1 ] (4) VPN^h^x^f4^, tim3i\<n 
*m 2 ^MIMofc^, V P Nii^r^o I 

[0 0 5 2] (5) «S;Rltf>/U— 2^, 

4SHffi*M v*— ^5/ h** h*Sr, £>R§iI*o#i3leD 

[0 0 5 3] (6) 1 ltC*5lJ5/U- 



vy— (gXTs r t e 1 n e t J £^ 
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T-T^XisXTJ** ICjgfl! #ifefll \Z o ^TR W-T 
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5 (£tT, S2<OBlEflJ««r, rsecret 2 (id) J 

T, Secret 2 (id) 1^:, ig5S I D r {C^.-— ^ ft^^"« 
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Secret 2 (id) l^S OIS, 1 cOt^T (C3=il LT^ 
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I &m^3 2— SitS-To 

[0 0 6 3] CGltol»3 2tt, _hf5^>— ^+<7) 
(id)£fl!^T;* — (MAC) £r£/&L (M 

mn-*5«t stint mm<nt&n) > 

£fT9 (S T 8) * 

[0 064] ^It, CG I #131315 3 2 13, IPsec 
Of&liE#~C£>£Presharedkey£ Secret 2 (id) t & 7 ^¥ 
-Mc£j#L (ST 9, ST10) , rixbSr, _L1B^ 

-rztmz, <dv& •zmx-n-firit-rz (s 

Til). 40 
[0 0 6 5] /< 3 Oh t t p 17— 3 

1(3, JbE C G I 3 2 a» , «*l »WiiE^I9-r 

6 r ^x-^^ (ie^xi^^^-^^-^^) j , rpf 

-^{fc^GOPresharedkeyj , r» -£-fb«OSecret 2 (i 

d)j £&#U wixb4r^7^— ^£ Ufch t t p 
rt^**:* #E I P s e c-fer^/v-a 9, 1 

— 1 lC*3tf KiSft*aaflSl 1 e KfpJttiS 

(S T 1 2) Q 

[0 0 6 6] ^LT, *$3£l CO-^— ^Sfll l (crfctf 5 =» 
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fcJzfBU-^tfV^&gfg L (ST 13) , Z.tl\Z<g&iX 
Z>s*7 *—#<P (D^^it^k GDPresharedkey& O^Secret 

2 (id)^r, *jx?timz±f&^x*s^izmm&x~m-&it 

LTg#M*£?$L (ST14, ST15) , <£> 

«*vPN«R^te3^£ swart- m^<^^ taj 

[0 0 6 7] &*5, lt, :tiPJH4lc 

^^btl5^^CO^^Secret(id)^r^*-fix^, J: 9 ■* 

de^. y x-r 3&*st*5*, £ixi3 i &^ei3fcv\ > 

[0 0 6 8] < S*VPNi8HteI>*S*VPN 

A—* 95 1 2 LPresharedkey^rR^-r 5 £ t & g W 
fc-TS. EXT, HBBtiJ:!?, *«VPN#i»W 

[0 0 6 9] 12 3 13, *«WO#»«fc«5iS*VPN 

[0 0 7 0] WHfc«-rj:5k. »*vPNlRSft 
3113, ±McoRS51^oM^<7>^T^:l5a (A) tcBBtt* 

M«l 1 c!3, PresharedkeyCO^^{C{^^ (STl 
6) , VPN^ ^x^4?:IPsec CO^f^ 

h t Lfc rpresharedkeyCOR^ (/U— 1 2 O t 
e 1 n e t ^ V KOX^ttic J: 0 *fc 5 ) J 4:^9 
^-^Lfct e 1 n s t^vy d — 5/ h 

7 — ^-^2/^3 XCJ; 19 , P«*lcoyu—^^i 2lcfr 
WTiUfS-rS (STl 7) o 

[0 0 7 1 ] 2f3, ^— ^«51 1 d^bi^ff ^ 

nfdJilB^^V K^rSftb (ST 18) , ^<DS.m\^ 
SavyF^O/^^ — ^r-^?5PresharedkeyCOR^:^r 
§#IC^^^A^ (S T 1 9) , $ b\Z, ±1S ^ V KlC 
^J-T6 r^x-^^ (IE^XI3^T-^^-^^) J £ 
^ Vtz. t e 1 n e t l^tf^;*^ ^yu 

i\z&w&;is'-?mm&mMi 1 c t^itrMt (s 

T2 0) , ^VPN^^TtSo 
[0 0 7 2 ] ^rL-T, «*1 (7)^-/^1 1 
— ?WZJ£$&1&U 1 1 c I3> A — f^l 2 A>bi£ff 
iifBU^^V^^r^ft U (ST2 1) , £X±.\Z£K>, Wt 

3®, oKVPNilM) ^r^T-T^o 

[0073] < *Ba^&3a>*akWii*a*a3SJi, * 
Siwt-^Bi lS^-^^i 2\zWc&&ft&l,1t 

[0074] S4i3, *&m<n#mmz&z>#mm&& 

[0 0 7 5] HH^-*-J:5^, *Sfe@il^aM^J3, « 
* l /<« l 1 Jc*5W SSfeWtttii*a31W Ud^, 
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Lfc^^*«ffiUfc^*rBB*&$n5 (ST 3 1) * HP 

[0076] ffimi\z&m&&m$tiz>£. ps^io 
-r, **i Dtcm£o*-r v^wra uresis 

3t£ffr&b (ST 3 2) , £ ibK, CWitl^L, *8 
*lrt^3R^^K«Sn*:SecrBt2 (id) Srffll^T;* 
— ^WSE^ (MAC) Ir^t6 (ST 3 3) 0 
[0 0 7 7 ] ^Lt, KiSfltftUStt 1 1 e tt, 

t t p^-r >- JMPsectj/i/a >-lc£ 19 , ft 
(S T 3 4 ) o 

[0 0 7 8 ] — ^ 3 (7) h t t p -tf— 31T* 

tt, iH*l A^ai»*ix^±lB3^^ K*S«L (ST 
3 5) , *(D$ffi|:«63vy K*ft^7^-^*C 
G I *&3®«5 3 2-.S^»-To 

[0 0 7 9 ] CGlfel9S3 2li, _b|E^7^ — ^*<7> 

2 (id)^rffl^T^ y-tr — ^BsE^- (MAC) Srifeftb 

RSESrfT^ (ST 3 6) , £ _hfE^ 7 *<D 

-^i:lTitiC^t5 (ST 3 7) o 
[0 0 8 0] ^t-/^3(Oh t t p-fr— /*«P3 

112, ±fBCG I ^31^3 2frb. »*10|HEfcHi- 
5 T^x-^^ (:E#;Xte^7— — **) J 

#M P s e c -KyZsa VM£ K> % KlOf- 
'*«1 1 {C^oitS = -7 > KiSfs&aSBl 1 eMfttfTi£ 
ff-TS (S T 3 8) o 

[0081] ^eir, «*i co-^— 1 (ci^oij-^^ 

KjSft*a3S*l 1 e 13, /<3^baSfS*ix 
fcJifEl^tf^&SflL (ST 3 9) , £A±tC«fc?>, 

SSStt) c 

[0 0 8 2] ft*3, *akBii*D*Q.3ffi^*5t^r, S*ID 

[0083] < y h^>-r^->^gf**a3®>*y 

SI&bT, IPseclCUi) l/T-fls*<F>% 
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[0 0 8 4] B5I4, *55Ko*SW^«5 y^e— 

[0085] mm\ZTF-r£?\z y *^-M>ft> 

^K*««tt, ±»o*»5i*Dia3ffi<oftT4:*« (B) 
xte, « 1 of if (7)^^ [>: J: ^ 

^l-COT^a > (ST40) Ulft CTBH*&S;h,5 0 

bp*>, ffl^i 1 tssitsn^y KSftaa 

«1 1 ert:, i-r , h 2fcL«»S 

;ft,T^5a^a>4r¥UBUb (ST41) , *r*t 
SilTt^ft^»*lCtt (ST 4 1 ; N) , -f^^y 
^ h2fc*«Ufc*fc (ST 4 2) , ftl^jS^iltl^ 
mSl^n (ST 4 1 ; Y) . C5fc I U\Z^E<D 

#<< j±x*is7&mu^xtezmy:*ftf£i, (st4 
3) , £ bic, - coM^^^tb, C5fcirt^5££n*: 

Secret 2 (id)£JE^T;* — ^fME^ (MAC) 
JtttZ (S T4 4) 0 
[0 0 8 6 ] ^rlt, =r*^^ K^Sftaaffll 1 e tt, *ffi 

^—^5/ h^c^-f ^3&*?5 I PCPT-SiJDSTbiXfc, 

(ST45) , £ <bM, r y ^e— v^^v^s^^r 

KJ , T«*IDJ , Tig^j , TMACj , 

t t p ^-v > K^r, ^lPsectr>3 ^(-<i: , (* 
*t-^3©h t t p-9--/<^3 1 ^rn]ttTiS«-#-S 
(S T 4 6 ) o 

[0 0 8 7 ] &^V — '<3<Dh t t p — 3 IT* 
12, Ml^l *^i^fs^iX7t±IB=r^V K«T§mL (ST 
4 7) . ^(^SfgtC^S^^^ Kife^t^^^^— ^&C 

G I *a^3 

40 [0 0 8 8] CGI $km%bZ2\%, _b!B^ 7 * — ^ 

^^(C^L, /<3rt^R^SnfcSecret 2 (id) 

^^^T> jx-fe— ^«IjE-? (MAC) Sr&jsSL («* 1 

^ (ST4 8) , ^ ±13/^7^— ^ 

;HP7K^ (JWT, ry^IPTK^j £1^ 

bTg#iCft^-TS (ST 4 9) o 

[0 0 8 9] ^{C, ft^^ — ^3COh t t p-^ — /<^5 3 
5t? 11^:, _Lf5CG I M31^3 2^^b, ig*l <7>fgliEM&g-f 
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U £ bfnh t t p 

is**. #M P s e ct$/^ 3 y(:j;5, #spfc 1 coif — 

ft-TS (S T 5 0) o 
[0 0 9 0] -t LT, s<Ml lM*3tf5=» 

fciilEU^tfV^SrSft L (ST 5 1) , J^±^ctD> 
[0 0 9 1 ] < VPNy«h^x^M>^VP 

U PresharedkeyOR^ftt* I P s e c 4 — v^ — ^R 
fcj: 9, * v P N^- h ^ x >fRSMo»ft*Rflt 

So 

[0 0 9 2 ] I^^Uc^f X 5 *VPN^h?xY 

tfSjEHH*7W^#^^^>iSflr«rf8« (ST50^7 
S/^) icHM^tlSc BP^> »^t^3©VPN^ 
b V WR5£fe3ffi*B3 3 1*, CGIM§}5 3 2 ^ 

fe, I P s e c O^HE^i-Cfe-SPresharedkey^/U—^ I 
P7K^iSrSWLr (ST52, ST53) , ®* 
1 <D/ls— #M 1 2 Zttl^tl I P s e c (O^T^tJx^ h £ 
Lrfz TpresharedkeyCO^:^: ( V P N V— h £ at <4 4 <D t 
e 1 n e t V K^^gflia J , XV 

r I P s e c -f — — *R^ (VPN^- h!)x-f 4 
cr> t e 1 n e t =*t^ KOXSgJgflRtt: J: 0 Sfe £ ) J * 
# Hfctelnet^vy K££fi£L (ST 
54) , Stt^-^VK*:, E2— ;&yM^ y h 17 — ^ -fer y $/ 
*>>\z£y). VPNy-M>x>T4lC|BiinMt5 

(S T 5 5 ) . 

[0 0 9 3 ] VPNy-h!)x^4li > ^rCO^^zi^v 
Kg«i&3£«$ 4 2 lc*5^t\ «^*-^3*>b»«£*i, 
fcJife^-^V KSrSft L (ST 5 6) , -fc<D£«{c«* 
=t^^> \?cp<Ds<7?t — ^T-£>5Presharedkey<7>^:^£ I 
P s e ftoWLfet*: ii^. (ST 

5 7) , £<bM, T^t 1 -^^ 

e 1 n e t U , d — h^^^tj/v' 

3SS&3 3\CfatfXmm L (ST 5 8) , Bff¥*>VPNR 

[0 0 9 4] ^IT, Wfw<3?)VPN^ h £ x: 
>TRS*a3ffi»3 3tt, VPNy-^ x ^4^^M^ 
iafc±fau (ST 5 9) , £X_Licj; 

«9, *V P N h ? x^i^lSr^Tf 6 0 

[0 0 9 5 ] fc*5, £i±^)VPNRS^7L*:ftB 
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-c\ y*— h^yft^»fie^bM-e 

[0 0 9 6] < y^-h^Vft^i^TMI> 

#y h> >^-r>^mnm^^m\t, v*—b*> 

[0 0 9 7 ] B6tt, *«W<a*ifeWc«* y b* 

[0 0 9 8 ] BBKiSi-J: #!/^— b*^"r-ri/ 

y ■ ^x^v^omfe*<o^ 

gff 6<z>* yrt^^^vy K#ka*5 6 l tt, ry ^e- 

h t t p^-^VK£r. #/M^ ^h!7 — ^t^^aV 
^3<z>h t t p*— /<»3 KcfSj^iS 
ff-TS (S T 6 0) 0 
[0 0 9 9 ] ^t-/<3 0h t t pi>— /<^3 IT- 

K^rSfSL (ST 6 1) , £AT, COVPN 

rcj tcj: 5 o 

[oioo] fr*5, *y ^T-r^^tmtbHsm^ 
jo m\*. nmat, ««<vpNtr>a^^ 

[0 10 1] < VP Nt 5/^3 yH^/3M>*V 

^ >y"-riy^(Dm^mm^\^m^. i p s e cir 

40 [0102] 1711 *f^^M«5VPNt$/ 

tP) o 

[0103] ^M^-fJ; 9 *VPNtr>ayii 

xz&tbzmm (o icw^^ixSo ep^, 

3(DVPNy-h")x^^S^3 3(^, 

1 (Dyu— l 2 ^ I P s e c (7)^t^/^^ h Lfc r I 

Psec-^yv-3 (VPN^'" h ^ 4 
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(ST 6 2) a 

[0104] VPNy-h?i-f4|j:, ^rO^^^-W 
K§ftteS^54 2^*5l^T\ <£^1t— /<3>&>bi£ff 2ix 
fcJilE^-rv K£§ff LT (ST 6 3) , SK^-r^K 

^vpnM^4 l^gtfitL, £btc, :ovpn^ 

SS|$4 1(C*5^T, i£;fcl <7)/U-*S5l 2 t<DfflX~ I P 
s ec^lSICiifSMS^UfflT (ST6 4, S 

t 6 s) , mm<n iPsecoy v^«rasc-rs (st 

6 6) o 

[0105] JgX JtCO I P s e c COflgiliCti^V V 

iia^^v KtcMi-s r*^-** (ie^x^^^-^ 

7" — ^^) J *r^9^ — ^ £ bfc telnet U^^V 

fTT^ (ST67) o 
[0 10 6] ^tt, fi^f^3WVPN^ h C>^ 

ixfcJilBU^^^SrSWU (ST 6 8) , £Xi:fcJ: 

CCOVPNir^v-a y|^M^Tlt, & 
3g£ coy *e— ^^>';*§Biftif^*&3ffi--£5l*Jg 

[0107] r^T*. v ^^-r^^m^m^^ 

^f^t^^y^OSfl^i (ST680^f 5^ 
:/) icH«*ix5 0 BP*>, ^^-^3coh t t p-fr- 
^8 3 111, JblBl^tf^JMcat-TS — (I 

Psec5l4XI^7^f-^^) J — ft 

U:ht t pl/^jKy^^:, a — #/M^ y h 17 — ^ -fc s> 

V^a^^ K*a3ffi»6 1 (ST6 
9) o 

[0108] ^ir, v=e—b* yft>^gg 6 co^ 
fSSftfciEt^tf^SrgWL (ST 7 0) , Jt^iiM 

[0109] y^h^>7t^gi6^ 
I^LT, — 3**bjE# * I P s e c Sfe&U;* 

[0110] < •J^-h^>'7t^toI>*^- 

h ^ ^7t^Mll Bf#ffc*ixfcejSiSi: UTco I 
Psec^OVPNh y^7!:I6lT, y ^e— 
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yft^Stt6d»bt*i7& y * — h^V7t^ 

JS, 4#»/j^<D-C*6i&»4fc< , p— #A'*!/^!7- 
7t^t#5gfi http^7>(7yF 
(we by^^if) ^ t e 1 ne t !V— /U^^) 

iSfe® P r o x yftpf) tHU ^comiBSii^ 

[0111] 081*, #«W0>*tfe0iJtc:«5 y^€~ 

[0112] (^Hlc^f £ *y^E~ h^>7"-7-:/ 

20 *5t^T I P s e c*ftl'*#>';*a*igiS£ixT&lfe, C 

*i^^y^-*s/h2l:«airfc^ vPNhv^ 
^7^$nt^6ttllt:*5^t, y ^— h ^ ^7t 

So HP%, y *— V^-?-v;*gg6C);* yft^^ 
= k*q.3S9J6 i te, ry qe-— M yft^^7y 

a^VKlH (t-/<»ii/;^»l2) j , RXfi 

r y h ^ >^-7-^^ ^-^ v ki$^^^^> — S:^ 

— ^ ^ Ufc h t t p ^-^ v KSr, VPNf s/v'ay 
J(7 (VPNh^7taC) , dffi^lOi^— ^« 

1 KCjS^Sh t t pt-/^l 1 a Mfttfi£{fi-£ 
(S T 7 1 ) o 

[0113] i co-7— i i T-te, y ^e— b * > 

(ST 7 2) , ^:C0§fBtC^S=r^> K^JIU 5 ^^^- 

icocg iMl^i i b-§:(tig 

•To 

[0114] CGI MStl5 libit JiiE = ^> K 35^-9* 

xnft&j&mznftis (st 7 3) . tti 

o7tS^{ci*, R**l«>^— *RS«S«1 l c^r^ 
It, itt3TVK*^asi2^6iSlT (ST 7 
4) , KtO/^^ — ^{CiSCfc y 

-6 (ST 7 5) 0 

[0115] LT> ^f^co y^-M>rf>^Wrt 
fflteaa*, l 1 1 Xtt/^^S 1 2 

50 ^T^ff£ix5£ , f^^^KOh t t pt-/^l 1 a 
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ifacGmisiib^^ iife^-v^ K^M-r 

5 r^x — OEIgXte^^ — ^x — j 

V P N-i? a £ £ (VPNh^7^ 

■^^ K*aa»«* 6 i jcffij^raifs-rs (st76) c 
[0116] ^ir, y ^e— h^vft^gf 6(D^ 

yrt^^V K^S^5 6 1 13, ag*l£>balHf £*U 
fcJzlEU-^tf^SrSft L (ST7 7) , E*-bl-«fcD* 

[oii7] < ve— h*> : r'}->xf&Tm&tem> 

2Kf^*ifc±l33V> K&gfgU (ST 7 9)> feTF. iflS£<^VPN-&i/:>3 



10 



[0118] B9I1 

[0119] I^EKc^-f X 5 i-. * y 

yfty^»TSr/Tf3- Kj 

(S T 7 8) o 
[0120] 
I* 3] 



6 y ^e— 

3 i ^wwa 



[0121] fc*5, *y ^v-r^^mim^^ 20 wtm-rz> {m^<ou% tfj \z.x vmtgt) 
mn* mmaz, ««<vpNtr^3^T}i^ [0122] 

«®V P N*r * a >1&Ti%Bfm> 
secHr^i>3>^«Kirr^c:i:4Bft)i:1-^o WT. Hfflic-fc'K VPN-fey 

> 3 y&TmwW£<Dvm%®m?z>o 



[0 12 3] mi 0*3, *^i<7)^M']l^6VPNt 

x~h& i—m. v*- h*isTj->xf&Tm^&m&<a 

[0124] PgHc^-TJ; 5 fc, *VPNt y is a 
Ti/^MSIj:, _ki$GD y -e— h> ^x^^^TM^lc 
£Sjett*ftfl (E) \z.mi&ZtiZ>« BP*>, flWP*- '< 
30VPN^ h Rj£*aJ£«S3 312, Si*. 

1 1 2 £: I P s e c <DRMl*X h £ bfc r I 

Psectj;^a ><7>f&T?kJ£ (VPN^- h £ =c *< 4 
^telnet =»^V K^H^^^i: J £ 

— ^ £ Lfc t e 1 ne t =* > H S: * 
h — ^ ^ v-a "9 . V P N^- h^x^4{: 

^]itTiifs-r^ (ST 8 0) a 

[0125] VPN^-h!)x^4ll ^rO^^^-^V 

fc±IB^-r V K^SftLT (ST8 1) , ISnvyF 
SrVPN*£kS«J4 1— SiJ-JKL, ^ <blc, lOVPNia 

sa54 iic*5^r, ^^ico/u-^^i 2 £<7>rar-$t:k 

I P s e c SrffiS^jftT + SteSSrieff-rS 
(ST82, ST83) , I P s e c 4 ^v-^ — 



30 ^RSS:iB*Lr (ST84) , IPsec^y^^^ 
3»Tt5 (ST 8 5) c 
[0126] ^{C, J£A_bcD I P s e c <D^T(-f*l\ V 

v- — ^^) J ^^^^^ — ^ ^LfctelnetU^^V 

ft"T5 (S T 8 6) 0 
[0127] ^It, §^Pt-/<3^VPN^- h r>3i 

ixfcilBu-^^v^^rSff u (ST8 7) , i^iiicJ: 
-To 

[0128] C^T*. y >-^-^>^^T^/^^ 

Hf^ttlMt^^^^oSfSS:** (ST8 7c50^x^ 

/^»3 1tt, r^x — (I 

50 Pseci4Xli^7^f-^^) J t 
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l/^zi^i/ K*HS*B6 1 MfRlitraft-rS (ST 8 
8) . 

[0129] ^tr, y^h^yft^gf6^> 
m^n/cJbfB^^^^^SrSfg U (ST8 9) , a±ic 
[0130] ^ V yft^ga6o» 

Sir IT, iS^-fr — /< 3^>biE^^ IPse cflt&U';* 
[0131] J£A±, *»W^*JS^ffiS:, t^Iffl^ 
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[0 13 2] El±tR«tfc*fefflt?tt, <7> 

T^> coy ^~ yffy^TO^i^ltTt 
iH5fci £>i£{^S*a^ i p s e ci« 

[0133] 
[*5] 



[0134] 

[0135] -fe^a. yr^f u"</K7>a« 

*»a*3fc»-e*>ofc#, **w^j:ntf, Tttoi p s 

*JJB^3::£ft*ft>^«&£fe5o CGOfeJg:, Ir- 
is a ^<nfflft=ix hXtWt» = ^ hSr, M^MHti"S 

[@i] *^^coiS^ v^r y 

[@3] *^p|^e«c^5S* v p Nt^^i^ 

[04] *»«o**W»c«S*Bii*o«i3S«:RW-rs 
[15] y ^7t^^ 



[0 6] *»W«*»0!I^«5 y ^~ H> ^x^^M 
[17] *H^(7)*feW^5VPNt $/->a 
[0 8] **P^co*-&ffi|^«5 l J ^T^^M 
[19] *»«<7>*-ffi«^«« y ^— vr^v;*^ 
[Hi 0] *8B©*a«C«6VPNty^a Vj&T 

1 

1 1 ■it*— 

lla-htt pif — '<«5 
lib -CG i %±m%v> 
40 11c ■■■/u~*K^*&3£ffi 
lid -ttivtfkUMa-ff 

1 i e ... zj is KSfSM9ff 

1 2-»/U~^fB 

2 ^ ^ h 

3 1 ■ h t t pt-/^ 
3 2 -CG I 

3 3-VPNy- h ^i-fR^SflfP 

4 -VPN^ h 
5^ 4 1-VPN^ISJ 
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